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QoS Evaluation and Optimization for IoT Services
in Edge Computing Architecture
ABSTRACT

Internet of Things (IoT) enables the interconnection of various terminal devices and
facilities in the real world, where a large scaled network of device nodes participates in. On the
basis of Internet technical framework, autonomous information exchange and self-directed
function control are implemented with software or hardware modules. In recent years,
applications range from smart city, industrial control, smart grid to resource measurement,
which is accompanied by the extension of device nodes and the expansion of network scale.
Under the circumstances, a series of challenges related to Quality of Service (QoS) have
emerged, such as, resource shortage and network congestion. Therefore, a burgeoning
computing paradigm namely edge computing comes into being. Edge computing is an emerging
computing paradigm which modifies and optimizes the computational pattern based on the
traditional cloud computing paradigm. To be particular, control over applications, data and
computing services is migrated to the edge of network which can be accessed to by IoT devices.

To address these issues, research work is conducted on the IoT services under edge
computing architecture from the perspective of QoS in three aspects which are performance,
reliability and energy efficiency. We study the theoretical modeling of IoT services, quantitative
analysis of QoS metrics and service scheduling for multi-attribute QoS optimization. The
dissertation is summarized as follows.

(1) To study the repairable service components in the IoT environment, a predictive
approach of reliability-aware performance evaluation based on Generalized Stochastic Petri Net
(GSPN) is put forward. Quantitative analysis of service reliability, including mean time to
failure (MTTF) as well as mean time to repair (MTTR) is carried on, based on which
performance prediction results for loT services under edge computing paradigm is worked out.
Finally, effectiveness of the evaluation model is validated based on experiments.

(2) In the context of edge computing paradigm, the procedure of IoT services in edge
computing system is dynamically analyzed with stochastic models. Mathematical formulations
of performance and energy efficiency is carried out. Balancing the tradeoff between
performance and energy efficiency, the task scheduling and resource management are
formulated by Markov Decision Process (MDP). In order to make our algorithm more practical,
Ordinal Optimization (OO) techniques are applied to the MDP algorithms, which narrows the
search of MDP and reduces the execution time of scheduling. Based on the IoT dataset, the
effectiveness and efficiency of scheduling algorithm get verified experimentally.

KEY WORDS Internet of Things Edge Computing Quality of Service Multi-attribute
Dynamic Optimization
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1.1.1 XM

THEIP AR K R B 5 ) W28 128 768 HH S5 THT T 5 (Desktop Computing) [ yE !, 25T, 48k
¥ (Internet of Things, IoT)H AR FI RN AR 2 . EAEN—Fh<T H b EdE i & sE T
H, NARRERAT R T BB, PN O L 3EHE 7 5 8% &, e
Bl ih. R4 R DL AR N ST & . T B T AR I 88 A 3 1 4% AN (]
7 b 7 2 5 A DI IR B, g e 5T 2 ) X 4 P PR AT B A R RS T LA S I ey B i 1 3
15 LA e BE A 1) M s A s 2

WA ReACEP, R, R MBS AT N, #R R T A
AT LB R B nr L, AR N2 H AR TE RS (R R AR A W—BE, HF H
FRELRAL ISR . 7R SR AP, YIREME AR i E EE A . EE ST 2015
EEIR ) (P EE 2025) F RPN HEARVE N 2 E B SR AR 2 —, W E
PR SR 0 R AT R A FH o A BR LR R ) B 8 4 A L 08 32 8 HE A N 11 . 2012 42,
RO A HEE KR 90 122 20N, HHITE 2020 FRHAF] 750 126 4 1 H B
B FEAR AR R, P I v 2K B B B HLAS ] 2200 )i s ki 2 — U

1.1.2 M%HE

TP BB R B R ALK, DL dR O it Bz O itE gt
20N T BE 16 A2 W Bk X 2 FH 14 IR 45 J5 2 (Quiality of Service, QoS)EE 3R B1, i & 1) J5i Ak e dia
NI X 26 B 150 8 R AR B, B0 ) 2 o A S RN 5 R R S 2t 9, I Holg B 40
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HRFIAEAEAT S5 7 FL 25 WD IR 4200 2 o 1 25 I8 R 10 2 o IR S0 Do R 2 o (1) o B A7 8k
P25 2 NG E AT R S S BB e B RE IR R 4 4 U0 [RIR, fEBESE SG
FARRIRE R, 02T 50K 58 L g D e ) AR s L L 12) 5G HR B BBk R 2
To kP NI 2535 R (Radio Access Network, RAN)L, FERE 510 Zx i+ LA b, SERF Y RAN
Hamphieft. T SCRr RAN GBS 73T B R SUBSNM RS, Fr DUIRSS TR RS RE %
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FIH SERT ) RAN {5 B RFETHH 7 (14436 5 £ (Quality of Experience, QoE)!4,
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R ERARFE, AL R IHEBA IR 55 46 o« FERTY ARG b, B RIA IR S5 B TR RE
REVRRCR, yJa S 2 & I Ak 55 b s LA S Bt AL Ak 3

1.2.2 EHHESHIRERE

RS IS B AR ST BRI SCBE H B. AE 55 R SR 48 2 IR 551 SR AR 55
B, s e TR B S R RAT T, AT 2 T B S5 SR S R R /oK e T B
EERRE. H RGO, W ARG TR AVE H. AR5 S B B
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VIR R 55 I At 2 i, 98 R BBl R IE R . IRSS BB 55— RIS AR 5 Ak
5 (R SIS TR] o 110 4% 49 (4 P8 R S o5 9 R s Bt F R 2, NI s i BB RN 1 L
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1.3.2 ZIEFRARSS RERIT RS
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BEAR . AT, PERE DU 3 5 A 18 m i BRI A BN, RS ABG IR L . SRR
&BAT, MR BT, X B DL, TERES REIRRCR 1A 5 2 5 AU, LAk
FEEEHIAF S VERE S REURRCRE IO T K. B, 0 T HAROUAL BRI RS BT B b 2 6], B
FAEPT LSBT OL. B H AU TEABERN ) T 2 fabe i 55 et . Ik, H e
K2 AVRRATTIE, 45 2 Fabr i o5 R 25 A AL R B

1.3.3 KARERGFEL MBI R REIPEL

bGP Y B s FEANBCR RIS, RGEFE A WRIR IS K. A2 R A 2R
gi b, BRARARSS VR AT B, DAT B T RS A 55 T P A 3 A B 7 VK T Ml R o
5] 4% JE (State Explosion) A1 4E i ik M (Curse of Dimensionality) 320, 1 AT RCRIE T,
SRR, FERMUR R G0 EAE DU o i 5 5 H BT ) 7 V2R e e R e RS G DR SR R
FPkL o

1.4 P34A4R

RIXNERN S T, HARN 4 BHLWT:

55 2 BAGEARH IR /A TR RPN 5k RSS2 H AR5
%, FHEREATRELM 1/

55 3 T FUIL ST SR N IR AR 55 T SE IR RO VERE VAT o RT3
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F-E HXMREGRE
2.1 REREEN 53X
VIR AR 55 R RE RN T B, KB = K287 V2 T 5 v R AR 53k .
2.1.1 EFNEEN 5

FEXT DI 22 G AR 55 o B PPN rh de ELRR A 0 U R R A i . AR 5ET-I  Aik
S5 VAL 5k, — BT EERUHR R R B B LR P, 2R B B B S fris
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HESE, Stusek S5 FH A 45 & RO TVERET 7 RERI LS TAEN]. Chen M1 Kunz ¥
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2.1.2 ETFHNMBEN X

I8 55 K PP I 55 RIS PR IR I G, ol b P A1 SR 55 1047 AR 55 o sl = 93 2 3
WFFEME UEE T, BRI R GE b Bevt ) AT AR 95 A I 55 Jot S EAT I S VR0 1A 2092
Rk, 3@ H 7 5T T (4 B 25 o = VA 7 v o I R AR 45 1 St T R 7 B 0 s me A
RN ) E R R S =y v sl w1 0] 39 ==« P £ R~ S B 1M [ Ry WA B T S P P )
JPEEVERE VA T B R SRR IR ES, Rl RAE R R G .

TEVBN BN 75 B, RSB 4 7 —XSHaER TAE. Luo &Rt T
—NEARIRS VAL T S, T TS T Web AR5 I KRB ER I 22 48 H R 25 1) QoS
EFRERY . BARBE A 710N, RS 2% 21 5% (Kernel Machine Learning Algorithm),
BT CA QoS #dE,  FZHEAHRL QoS U 2 [ A7 1 it ey AHALLBE I BEGERO¢ 2, 48 Lt Fotl]
AREN QoS 18FMHE. Ak, Tang SFNFEFE T JRZ ML k55 E RS20, IE45-& 5 07
FRFEAR S ST REAR, & BTt Web 25 11 X 28 185 QoS Tl 15423,

2.1.3 BETEREWTMN X

ERIREE T TN B VAR T VA AE KU 2R 48 P S BRI L P AR, (ELSEBR R G 3 20
S5 o R AR AR B A SEEL R S R DR UE . ARG R T, AikiE
PRI ) 7R BEAT B 55 R I PPAG . BRI, 75 ARG R GTaS Ash S e o5 ek, LT
RGBS, MANE I TP SL IR

N T NIRRT N SR 1 TR AR ST R VAL k. AR
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ST RPN IR R BRSNS, I 85t A ZH00 ik 55 1 2 1 20
IR AR T, AT DAY B R KL 3 45 o 50 2 DR B R B P AR AR A R
Matos 55 H Ly /K A] K& (Markov Chain), 7347 17 Web RS VERERI T S, Jf H AR
RIFEAE Bt TH T QoS BNk 55 4G B FIERY . Li SR M/ M/ n HEBABAY
SR TRUI A B I 4 5 PRI 25 BT D, 38 vt 1 T ) 0B P I 45 PR 25 T FE RS 2R 125) . Zhang 55
St 7 T A P 2 Ve R RO ORI, JRAE B IR ABES T QoS I
1 FNHE & 261,
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% H b 4 (Multi-Objective Aggregation) e 2 H AR LA [l @ - |32 K I —Fpgi e
I 2 AL BARKINACR G, LA UL HFR A —1b . BAkibd, ZEAN L
A H BRIV 22 e, 3 A 2 BN O0AG H AR BB A R AL R, AR 5 H — N3
PRI £ ( Utility Function) RARK A I BAr. MR 2 H ALk i) 8 0 s i & ON B
e L R0 R BB N BRI . ERE T DL, SR A0 A ) R A 46 Dy B H AR ILAR TR R

Z Hin REB RS T EN Z HistiA b 240 . Sun SE52H T 2T k55 i
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GV 6, EFEEIER OpenAPl KA LLSLHLIIRE, F R 7SI a] . rTHME. &S B4
FRFR LR A A,
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2.2.3 IAREHEM

PE S R 72 A BRI T (Pareto Optimization Model)H i) 85 E M2, X TAEE
AT x A x5 x BRI AR H AR AN LUAR x 2, B x G20 — D HIrRE
ARSI/ xR x @A (dominate) T x”o — RIS, 24> B bR Z (A1 4FAE BT A1
PrEm ez, MLARB AR EIL. Fitk, 72 REmasidit, SEAE2 T — sk
fift, IXULRR RS YOI RAEES . I RFEALBIAL H bn & SR in RAEE A -

He SE0H9T 1 MRS5S a1 i Ak TAE, 4k B A FE T et 50148, KA R
AT ZE AL A 1) 8, SRR IPE I ¢ R AN BRI AR Xu 9T T e s
s AL I EE 0 R, T RGEFIH R R RSS2 46 s, KA RIEIb i,
etk B bn 5 e KA R R . B/ MEBERERY . Wagner 570 1 ASFEMREIE TAER T BIAR
KA, FRE T S AT 2 4E e br, B bR me/ME i BRI A] /MG IS,
FH¥ e RAER AR AR E SO EAREE)

2.3 WitE5RY

9T ARUEADER I Al 55 Hh i 21 i R IR 35 B & 00 Ak 75 e (R — N R I P 10 X R 55/ 2%
SPERETEAN J718:,  PAEAE N AR 5525 2 Ml (Service Level Agreement, SLA)POIIE A 52
PRE DUV R0 A 25 ot B ARA K B B S B ARHE  JE T BRI M RE VRN T A T AR RS iR A R G 2
BB RGP BOEAT S0, FrUAHEGE TS R T B 7 v &bt , JCHEAE RHL
MR 55 115 R G B AR A

BN H ATA D 223805 Ik 55 B & 1 2 H AT TSI 7e, (2 IHA A 1
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F=F FTREMRAMFMEIENRES S5
3.1 RE5|L

F BE A BOR R F 5 IR X R 55 N AE 8N B SEE Qs P 0 EBR X e 55 B 1 e A
T3 T HRIE R FAAE AT o F T [ 3k 7 A M 540 A PR3- A ) SR 5 SR A 5 2, i A
—RRRAE TG BB TSR R SR R R T SR T HEAE o B I
R 55 A AL BT A YR I S0 2, BEimORRE 1AL T HEE IR AL B RV B8 b
BAERAE NP G268 m i E MBS HEOR, WG AL MBI i 55 BN F A
NATE,

N T HRTIRSS /R G w] SETE RV AR 55 A AE 45 0 B A0 R UL R DAL 1) 2= iR 55
fr bo BT IR BB R AR, REAUNLN TR AE B BOARR ORAUE RE S LG ™ B W7 A R
HE T o BTSRRI HREE . KRGS SR RSS I m SI E], i DL RE e A AR
MES TG VEREVEA T R Ph Al o JE T GSPN B, A K4 — Ay Ik D0 e 95 F T 5
PEIRRFIERE PN T i

3.2 BT XHEH Petr i {RBHI AT 14 RBRAER

ARG S IR I R 55/ 22 8 A AR TR o BRI e 55 R Zh 2547 Jilad ) SCREAL Petri
PRADRZ ], FFROE 7RSS TSR PERERE BT T,

3.2.1 HEER

IR il 55 AR M 25 B AL 255 PN Ml 5548 FH 3 2 IR R 22 LS B, DA IR )k 5% B
PR TT R E AR, FEVIERIN RSt , ANEFERIIARS SR EEA R TIRE . MRS HIBaR:
PEARIIAE LU =ANFEEAER 73 5 56, AR 5518 SRR 75 22 21K I 5515 i 58 R S84 25 HLIK
FH T RSS9 f BRI IEA R IR 1, B LUK EAE 5515 SR B U AFE A S Hh 46 5F, B2 R
. B, BHAFMESE RS SLRIEARS . 5=, E5ERB RIS I RAH/IT
ARG

45 Petri WBIAYE S 15 BB RF R, #7728 H BIR 2 SLPritHpL
A%, T XBEWL Petri MR %Y (Generalized Stochastic Petri Net, GSPN), A4k 1 545
Petri WA (R)RFE, T HLAE T BE LA 6 0 8 1 . GSPN R AL X anh

GPSN =(P,T,F.W.I1,M,. 1)

AN,

o P : EFI(Place) I H [REES ;

o T =T UT, : i (Transition) ) H RES . HHA, LERSAFIT(Timed Transition)/& 7, 1M
R[22 1T (Immediate Transition) & 7, ;

« F < (PXT) (T P) AT 19K Are) AT A 4 Eh1 P 45 1 A8 A K4 160 R
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oW F — R JNHIHLE (Weight) bR 2 ;

o I1:7 —[0,1] AZiL M1 564k (Priority) ifi 5, F 7 AT I E S

e M, :GSPN W FJHIEEIRES 5

o 1:T — R IER AL 1) ik X % (Firing Rate)£E 5 o

FIFH GSPN A AR SRR BV R A BN SRS IR Hr, AT RIRIRSS 2k
ATE B AL R, T 4% 20 FC 21 2 il 14 R (Token) A U328 28 Gt vP IE 78 S5 £33 B AR 45 52 I 45
R o I FE BT AR IE 2 8] B [R5, AT 4518 SR A S AP T AR S5 B R T 2k« R,
A IR E W R IR RFRAT 55 43RS Fe V18 FE 1R e KAT 451 SR 2

TER SN R IR SRR, AT 550 SROE W AEN LI R B IR S b B . Sy T HE IR L
B TR, — AT GSPN W A e v, Wil 3-1 fos.
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(X : ’;Z\r_?_i}f AL \
R EN /N \
4 \ I Ps /¥ pg
i O -0
AN
P2 4 1780 Nt S
m A ‘.\ Wi
> ¥ ' 4

&3 ;1 WUBEAE A
Bl 3-1 HIEIE p, > 1, > p, >ty > py FAEHIEP LA R A MR, BE WS,
ARe— et e EEA m GRS, mHENRRS SRS, 0t
For. BEMESBRITFHMERE A, M TFHBEERRE A, . LRI o R ESHE
R, JFHARSRNER R E N A, - 1FERE ps ML MERT N HAEIEFHZAES1E K
IR S5 2%, T ps FHIL AR CEBZATSE R T TAETRES RS 4. pa it
Sl AL AT (] 3-1 B4R SRR SS 3R i S St Re LR, s im i
TR 1— 7, « X TamblEE, ~,%ENI1.
R4 Little 2 3 (Little’s Law), HLEEFIE S A BR8] 20 3-1) i BE 2. Hd, g4
qs ANIE pas ps R A AEL  q, -7, + g, RAFER AR S BAK

Tyt 4gs

RS =1 x 3D

A7,

3.2.2 BEHERA

TENZT AT, ATSE RIVIIAI TARTEL L Z e R, AT S PR BIEL & =
B EIR S AL B . A AT S SRR B WU, WL E R & B B Em e EL
1) 48k (Wide Area Network, WAN). BRI 3-2 fros. 815 M40 58 2 A IR,
PR T B I 4 (Gateway ) A 28 A7 1) B RAT 5518 SR SIS Q- FH T IR0 245 i o o 8 A 135 1
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REFIEZM,  Jir DME HZERS ARIT 17 1r SRR NS IR K MBI . EE 3-2 1,
WAL t GAENEZ = 2 2 (W B AR NI RS s [, ERT ps KR U MLEEIAT S5 218
ML P AR 5% s B) 38 5 DA s R 38 % (Local Area Network, LAN)SEHLEE %8, Frblef]
2 [A) RV 3B A JE ) FE A 2R 40 #ir v 2B AN T

K 3-2 @A

ST BB BRI, VB @R T L RG-DRR, b i RS
251, g AL YR & B

¢ (1-7 ) +q,

TR = 200 -(l—ﬂf))

A (3-2)

3.2.3 REGRA

RYEIAGAT I AR AL, AR5 IRSRIE S I 28 om st # 0e,  JF i B /= A3y
RRSS o —EARSIERARE T8, W DAEID SRR B 5e i, i HAt A 5515 R U 75 2230
WL AL T SR

prakvilk:=d)

prake ok

B 33 AR

F£T GSPN MR HLEFASAY S AL 2 RO (R B A 1 o £E DL ERORL PR Al 1
ST SN VIR R GRS, Qi 3-3 PR . RGUR AL A T2 B 41
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o ARAGEM TR EFERNALGEFARS, Kb, MRS EREDZR
WHRST T, BT AR AE R LHE DR WIS . AR5 RIE S B AR
1 ELA51] i85 = A B o S

BEAESE RV GRS = Z 0 2R N (1-7) , ARG R LT

TR LA RG-2) 58] thah, DSBS P ma R 7] RS' RIS LB A S5

AR ] RS TR G- D). [k, T ZHUBE P B 1R (0 R LA P
BN ] 5U3-3) 4% Bk, ORI B S P M SR 1 2 3- 1) 2

RS© = §7) L TR L (3-3)

RS™ =7-RS“ +(1-7)-RSY A G-D

3.3 SCIRIE

3.3.1 BUEEREN

1t

09
Real Data 20 F

08 = = = Exponential Distribution |

07

06

DF

O 05

04

03[

02

01

Q

0 30 60 90 120 150 180 210 240 270 300 0 100 200 300 400 500 600 700
Interarrival Time (sec) Decision Timeslot

B 3-4 AF 4% 2] K ) [a 0t ] 69 B AR A i 4%, & 3-5 T-Drive T4F i & 4hiE

T-Drive #4452 KB 7 Be R AR (2B E P 4, 2l th GPS RAIUEE TR L1
1, ZHHR ST EEE H GPS EREOd R AYELE E E R & GPS DIRe M3 il K4 . GPS
Mk 55 72 $8 M BE 53 41 2N GPS AR SRR K& GPS Fidli kit B iR R E .
J& T M AN S, ESEBRH O T2 N o T-Drive FHR4E 65 7 7E 2008 4 1 /&
W 10357 A HALZE 1 GPS #U . LA UL 1500 J 454, R0 & BE B85k 900 /i
ANH BTN GPS R (BREMARED) Z4b, BaEIR IR A Hikidsk 1 i EL
N [E) BRI 33 B IR TRD 2 3228 25 R G IO B A DI 18], 78 S 36 56-UIE g F RAE N R ST 45
FRHITELANE B o AR 1E RN BNIE AT @A AT OGN R . BEMLIGEE 10 S AR
ZE FARRII RIEEIE, FHENRGESERBIER . BEIMESEIAERE, B2
2 Bk R BRI [a] 1) BRAR AT LR, 0l 3-4 FioR. B — AN BEE AR, (HR
PRI A 5 R, AR5 2A T LLUEAIHIA NIEE A . Kl 3-5 /& T-Drive LAEf
B B R 22 AR AL I

A B AR S S (R ORI R bl H P 3RE, 48 H B B LANL B 558
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I E RO R H AR TR A 23 MEtEREIT R RGN 23739 KilbE(E S, W E
BN 1996 FH.ZE 2005 ©F. LANL HX 28 548 K AF (7R H B3 7 743801,
AL FERE AF i % (Hardware Failure) 2014 # [ (Software Failure)- 15 7% # [ (Facilities Failure).
WX 2% i % (Network Failure). A N4&i%(Human Error)fl K 148 % (Undetermined). 1EA<
AISEME RN R G, B L RS W g B BB AL Ry, 17 PP 8% o
&SN H TSR S HORE

3.3.2 LR

FET ok B B SN RGN FIREAR AR, A SCHE i T W N R 25 B AT AR
i I 5T GSPN fff LA “PIPE 4 25, RRME W MAGHFE. — =il
B, PR 10 DMIFATIRSS S A H 3L ZAT 558 SR BA S o S50 R AE AR IT
T AR E A fik A o

B4, BT HLEEA NS A MTTE A1 MTTR, WEL A SEME%F RS HIF200 . W1E 3-
6 Fan, AU SR URAI F 2 B -~F 35 2K 80T B () (R 3G I i T B ~P3ME S (a) ) 18] 1 F B 5
T FRA R R AR BRI S0 R B ERE R I BIRTUR B, i RR T
PERI ISR . TEA MRS BAM AR T, HIRFI AR FREAR T s, Fik, B
R R AN S R I AR AT BT s RG] SEME R R

B, PR S (R R VR RGMERE. B 3-7 JEIR T ARG HA e A TR BE ML
i SR R A i T = 3 e B A O 53 1 ) A R i = o B I TR 4 N 1 P s 5
SINTIERESIN T AR . R R . TR T R RME R, R R — R R
ZHIN TR RIS o R, MBS ) S 6 25 o, T~ 25 m N ) PR B FRF 2
) i =1 P A= = 12 (N7 R (18 v b € = b S L R (A Y e K e
Xt R GEM 5 A KAV R o

100 110
= MTTR = 600 min
a0 = MTTR = 400 min
48— NTTR = 200 min

80
100
70

@
<

50 90

Utilization (%)

B
o
Average Response Time (min)

30

e

o 70
100 200 300 400 500 600 0.05 01 0.15 02 0.25 0.3

MTTF (min) Service Rate(mm")
B 3-6 MLEEIT IR AR F R MTTF &) E AL L B 3-7 F “ivh i b 1] Rl AL FEAUIR 4% F
8 TALH

3.4 KE/NG

FEIDGAT IS, AT 7 — BT 0 W08 0 Al 55 1 AT SE PRI BE PR 525

12



AR RS E AR B B 3

$Ett GSPN PIRLRY, FIRtiA VI iRk 55/ RGBS MRS5S e, Hh 7 n %18 1 ihak
AL BRIEE RSN . BT, YT RS WG T RGBT RS 11 6
BARIEAP NG . &G, BIESER, PR RS BIRALE
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FUE MESHENMUCHTESZAESRFEER
4.1 RES|$

AT FIRKRG = L TR RE D 0 BB B AL Z T v, IR A A S R B %
ANUGAT R, SEOUES I, FEAR T ARSI R (8] o BR 1 IS S R M RE
IO, REMRCR R — N Z R . — 5, ARG, RIS
AL, e E BB, DA — MR T REIR AR A RUIMEM, 5
— 7, R T R AR S5 SRR I e I B (IR A, I GRS A
EHEERVER RS A, R AR S PR, R, RS EESHE, Bk,
et W& AN REEEFE. UL TT L, IR AE LG R . =R Z AT
55 A B LASI L REURL i R0 — A R 7 R B RS

FEART S, B, 4G E U N VIR AR S5 R LAR 55147, B pr R g
RERRCR T br. SRJA, (EIEA b, witPERe SRR AR 55 T 1 5 B R AR .

4.2 RGRA

4.2.1 Bimig&

PR G HAR O AR TR B MIA ST BN R 2 R M, BRARA 2 A
ANFEIRAR 2 A, SRl & H bR s . — SRR . S 7 Se Il
A, S 2S TP AKX (Senor Hub) i3 B AR IA Skt R SEwi i . [ 1 [FD A 2 o B a5
W, RS TINED, IS X BT, A RRIENT.

MBI 35 HFAX N SR, oG, BIE RS MIEHE B N S A7 . BB AR BE
(1 G2 A7 0P8 18 B 5 — RME I, B0HE 7 2 3l I8 25 A oAX P 1 4042 1] B2 7T (Mlicrocontroller
Unit, MCU) S H AL #I81, Z 30 VR 5080 1 5 v A3 5 A J > BRI 28 HH R U P B R AT 45
B, SR AT . Gn Bk FR DGR, A% B 78 BN 2% oA Y s AR B . PRI,
RN 85 P RX Ak P SRR S ) R T DA LA S5 R PR M/ M /L HE AR A3 AT IR
Wik 4-1 iR

FEFERBE FE25BA 5]

E5EIT

HEAbFE AR 55 | CPU

bMEAIRS T RIS K
B 4-1 R E P AR 69l ik 2L AR A
CEAMAR LT, &1EZ L ERMESS 2A AT LR ALRIE NiA A, R4S
E%%ﬁ%%%ﬁ@@&%M%ﬁﬁﬁoﬁiﬁﬂ[%ﬁ%ﬁ&%ﬁﬁﬁ%:@%ﬁm
JREG R . DAL S5 N BB e AT 5500 mT LA AL 2 VA A B i #20Y, IF HHUESS
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EIE R LA R@-DEERR, S b AR (RIS B0 . &
JES AL MCU 5 B 0] DL A (4-2) 1 HHE A5 2.

] x 4-1)
bi

o) _4 X (4-2)
H;

4.2.2 BREWNE

WG ERG TR AR I R IA GRS SIEE . oS ZHUBFA R, HUR
R Z RG] (SAZ 0 RS 2e—H X 7 A0 D G AL AR — I N 2 ) Sk 1%
/s WL B AL BEML 2 [8]38 i J5 489 (Local Area Network, LAN)ZEZ#EE, RESERETETE

12 e
E5ERELE I \N I EEBF
% 2%,
B 4-2 A%/ =RH BB AT HEARA

EHM/M/n FERAERL,  AERARE IR AL BALIE ()T SR 55 Bo AR A2, anE] 4-2
PR BOEMRSHURE j A N, DMIBIRS SAER Horh n, 205 2113 S S 55 254
(1<n, <N,)o WP j FHES BIERMMS R A 2, p, B, PURERIA T RR
#a@4-3) it EAE .
p; A X 4-3)
H

4.2.3 RGRMIEE

4-3 ZIm T iAG R RGN R RS . AR IREHERRIEM R FA D, &k
JEAE DN A5 AR DL R AR IS o 2/ s A B30 A BRATE 55 18 Bie S 2= [ Il 2 HH AR AL it
RePE . BSOS ER, Z B IR STERIREE TR N AR . T R
4% )7 (Edge Layer), 1ZJ= IO G S5 HURES T I A TRk 4% rh X A0 A% JR s e A B 15 1 42
HATTRAT AR S AL B R B ARSI TS ARG I DAL .
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12—

" &

ighes zai??

E@ @

Dt X

BWRPR

|
4“— R AR ME AR 4’\‘* £ EKEN —-“* Pt } =R I

B 4-3 A%t R G RAMBIL
M RGRE § AHEIRS IR 2, (1< /< M) %o, BLBEe % N, MRS
SFRBET, n FIRETHUE ¢, MATET RS A Q<n <N B (1i<1) %
TRBTE T BB 2, M5 1 AV A b2 IR WLBEAIIE 5 ¢ bR, S50 N A2
Wids BB AERLRE I, ) P 9 IR HUBE ¢ TP IE L3217 0 5 B4
A A sy R A ) (1 <0< ) 5 ERIEIA % ALA .

AT 45 HO B30 2 FH R (4-) B 2e s, B\ SRHLAR AL . T2 NI b ep AN A BRI 5 2%
s EHUBER A SUIRS EFRA -

A = bl(f:) K (4-4)
BN GIEN LR Z M, H B, e(0,1) FRILGMRFHURE e, M1 RS
¢ Z ARSI Z MR, 1T D, RN IR S &, Mz IRSSHLRE ¢ Z 18] AR R g
& Burke &3 (Burke Theorem), M/MY! /18 M /M /n BB TR ARA IR, 3F:
HARFS MBS RS T 2R 3 R, JGHLEE . AU B4R 55 2k 280 BL oy il FH = (4-5)
K (4-6)FK R

z,=(1—ﬁj)-2258f) X (4-5)
i=1
A :ﬁ,-iAﬂgf) X (4-6)
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4.3 HEB St SRS FRE TN

4.3.1 tEgedEtR

N 25 PORK (Rt AL B R A M MU/ THE A RS . B Little A2, 80 2% i
AT 55 (1 -F- 2 L 8] FH R (4-7 B &R . o, Efg, | 2 PBAES K, B4-8)15
#.

T = /%q’]:bl /1[%] #_ (47
P

1= 4-8

E[q,] i, X (4-8)

S5 R DB AT 55 TR R VP B R ph M/ ML/ HE DR SBT3 . RS
HtE Litle 230, 30%/2 5% u HUBERIL S TR0 SR [ R (4-9) S . Hooh,
E[q) #5 PHESIK, hik@-10)E5].

" = quf] X 49

p.(e) [le)  (me) |
Elg,|=np, +— . A& (4-10)
I:q/:| njpj—i_nj!(_ ){kz o (1 pj) T

10 R G, OB AL 22 MRS WU P Y AT 25 e 5 B 1)
T,RT, . NUGIREHLEE &, BIZ A HURE ¢ 1085 ERUE Mt 17 AT (4- 1D R,
o, ¢ S TR S 1 F SRR

T™ =D, t A 4-1D)
4.3.2 BESUIEHT

Cafotsts it HE & NREFER PR, AN EASRERE. ZhARERE.
AU N R = AR R, MO T CPU B B A BT I 7 1S 05 ﬁﬁF%%H&%W%
RS, FEM CPU NHIR. HHE. VOREH K. UHLERL TR RIS
I, AT TARRAE F=E IR RE, XA REFERIUN 2 ZIEATT (e.g. IRARFER 0.5W,
TAEFEH 100.0W ).,

TEID G BB R B R Gi @iﬂﬂ%**@%%%%%ﬁﬁﬁ@-lz)ﬁ? Hr,
o, TR R AR TR (0 R, 1 Fm T, pl . pl™ 435I
RIBMEE RS E, IEE,

p, =0, (p(”aﬁc)+p -p(dy")) A (4-12)

FIFE, %/ = RENBRFER R RE-13) 8L R K, o B/ =R
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BUBER S & ANCEBLERIRY TARRAS (0 FRIKIR, 1 RoRTAE), pl™ . pl® 53 5I4%
RN FFSIR SR,

N, '
P = (o (P + - p™)) R (4-13)

eGSR Gir, B B ORI 4/ 2 IR 25 HLBE RO RE s 4r U P) L p s
HoR. SIS T AR R LI AR, — R GBS (EEER. MAC E4%
SRR X O 52 B TF 8, 2 ph PN U R RERE TR . BTLL, DL 5 WL
&, B 7 R HURE ¢ (0025 ISR AL 7= 1 BEAB D) T LL i (- 14) T SLAF 8 3o, pm) |
Pl AL

PjTR — p(dyn) /1] ﬂj +p(static) ﬁ (4_14)
4.4 MEESEEMINIL

4.4.1 [OIRRAY

N TR ARSI SIS PR SR & B SRS, BRI I — MR TG R G [ 4R
R, H TN TP ) AR 5 ST R AR 55 SR AT o0 IR HOEH bR fase
IR TARIRZSIZ AT, B BUBGI &8 R A REFEANPERE v I B . T RAERIR,
N ERREERERTUEZ . B Z RS o B s i s 8. HERRR e H
PRz B IMEBE AT BRI P S BEIR TN AL - W0 4.3.2 T PINA, BEJRINAE 7 NPT s
AL G = RS AU AR5 P AE M RERETT 4 . 5 R B AR REAE S . PRI, 4
Gt F ARG BARBERE S T LU (4-15) %€ X .

PWS:i(Pj +P")+P, X 4-15)

Gy A B A AL S R ) AR 55 SR RN SLA, Ty, #om. ISR, &
SCUN IR AR 5 W I Wi B TRV AR G E R R, BT =@ H & A T 2B it A
BEIR, JFHIE S SR RS 08, = MPERER DB AR RRE, Bt DAASCAE P24
IS 8] FH ORA T 22 2 R RIS [R]85 8 38 28 e 2 I 18] LA T ST 55 5 IR AR fai 55
PR 5 2B, AES51E R Ge b B B2 ()R] AT (4-16) 38 30, e, ¢, R difts, 1
ARG NS o X F 0 B R I 7, BTS00, AR R 8RR . FEA SO,
FAMES I Ty, BARBON IR -

s < q;- l_ﬂj R <
T =;ﬂ“f Mw,-(r_, +TC)J JZ_;A_, X (4-16)

v LA, R AR ZE RERE SR I A0SR I 42 4 360 LS FEIDSR . BRI

B, B5 2 WAE S A HURED TAENLEs SR e s As . ZE IR pR e, Wi S [
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FIREFE S HBE IR R, Wx@-17) s

T _ TSyS PSyS
R=-54 2 (4-17)
T. P

SLA max

4.4.2 BT ORARRRAMICHER

F T I JR M) R P 5l FE (Markov Decision Process, MDP), 7 SCH2 H FEAS 18 B 4L
HE, HELTN AR RgE X

(1) HRERZ

R R AAENS [AIREAR R, AN SR A 5 o NIRRT, PSRN 20 7 51 R
t=1,27,37,4r1......

(2) REZTH

w441 MR, € Z RS A RA R TR AL BERE ). PRRERGE, DRItk
RNEEL L= E. IRES(n) M TH (WA@4-18)) & X, RAEKDZG ML
HORAE AP

q:(ql,...,qj,...qM) A (4-18)

(3) RFEZ[H

RE TR AR 2l Wy 7 TR B8 R 2 32 T 1), — T TR R ARG E M = 2 2 8] 73 AT
FAE, ST AR E SV N/ LA EE . H S 2S5 p Km0 = R
FESCRC RN B, T n SR S PN T/ LA R . R, B T a, W Sxn ¥
TN, TP 530 o SR AR B R SR A5 1R A(n)

ﬂz(ﬂla“'aﬂja“'aﬂM) :Et (4'19)
n:(nl,...,nj,...,nM,nc) = (4-20)
A(n)={a,|a, enxp} X (42D

(4) REHBERHK
ERARARAR HE B2 B ) g 34 82 5[] 5 /K 7] B (Continuous-Time Markov Chain, CTMC)
ARG AH RN 2L I [A) HR BB 1) 3 A RSR I AR AT A 100 SEELBIRE, T
AEAE B — L AR SR A . DRI, BB 1] B 7R ] 9k 8 (Discrete-Time Markov Chain,
DTMO)# ik A CTMC.o BACI [ 2451 24181 73 s S (G B Dy o (I [E) A, JF H 24
IRESITBARE R il - A ) DTMC BA W13X(4-22)~30(4-24) KPR AT R el 8. Herr,
Py Py AR BRERBMR, p,,, AR AR TSR

R (4-22)
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*i[(ﬂﬁquﬂk){]
qj':uj l—e *

R (4-23)

pq;fﬁq;f—l a M
z (ﬁ“k + G )
k=1
_i[(ﬂﬂqwk)"]
" /lj p | 1-e
—Z[(lk‘*"h#k)'f]
ploop =e + M ﬁ (4'24)
D (A au,)
k=1
(5) [ERAME R

AP ZIH S BL— A ER R r (S (n),a, ) =r, « IIREEU BRAABCERIE O AAE
4.4.1 NFPEEE L (R4-17)). 7 RN ZIH) RS RENG, RsS 7] 4 €
Mo PSR B TERR H B AR I e SRS o, A7 SRR K . Ak H bs (E B0
H130(4-25)5E Lo Hehy e(0,1) ZHrHIEBT, TR AR B HRAE XS S B R AE F 20 o

v =max E” {lim iy”’l ~r(S(n),an )} A (4-25)

R4 DU/R 2 75 2 (Bellman Equations)) € X, AL Hir (EEED tEEH A 4-26)%
%o
4 (S(n)) = max){r(S(n),an)+yZp(s' 1S(n),a,)V,, (s')} X (4-26)

a, eA(n

4.4.3 ERTEEROAERE

BAR R AL G M 154X (Value Tteration) 5% 5 1% 154X (Strategy Iteration) 52 P HE 48 4
T SR Sy 7R AT SRR SR A, H AR R S e b N R B ARG VR A6 2 v e BT AR
fro R, FEVFZEhaisd, 93] “ R84 (Good Enough)” FRIfE L2 & N 3K .
T T PRARAR I S AP K, T8 2 S IS Y SR ARARM BEAR T B . SPATAE SR
W E R LG, X0 — 25 M U i) /5 B R i 42

I NP AL (Ordinal Optimization) I 2E AR AR, ACSCHE H — P 2% 23 (B IR 48 AT 5%
HEIR AR T RIEBEAR IR = 2 (R AT I 18], 385 51 N —ANFEDRL BE 1 =
BB PFA 2 (Coarse Evaluation Model),  F SR Af Tk 28 2 18] HR 8- 18 8 B2 7 22 0 =1 4
Ho XEAJRFEA N 4.4.2 /N1 MDP FIUSEaE 4, 8 L. FT 730 2% (Ordered
Performance Curve, OPC)FIR ZE 554, MR 5 25 1] Fh e H s A1 B 7 58 DAARIE S (R 0 4
kA “CREBBLE” WIREET R FRLEE VPN BIAY . Rk U B 7 M5 R AR G 5 o TR

Vi Zep

20



AR RS E AR B B 3

(1) AR PP R

TR PR (A SCHE MDP BBV ™ ), HURLEE ST BT 20 T ke
SR ZI el icas, DCEIRTRIRS [k, 52, RSN Z], KA Bk A (I
X(@4-17)) RAGEMREREE T ZIFE (RERED o ERIRMEANT 0, KL VE A A
HIftitHE 7, BN 0.

(2) H&k “RBEH” KERERARTR

BERE MRS A 18] AP R s AN BT SR ORI e i IR BT AR A
8T ko Prik5eB)R, sA> “RUehr” T =N MDP FJERHEASM0] 4, AT /R
M IRARELIL . e “ s P P LR T S iR P LA AL, s HUE AT

NNNNNNN

B 4-4 FFsh &egAP £ (P38 A/ )

J7 250 2 T R AR BT A7 1 B 7 28 00 o, AR, AT SRR 52 7 S R B A ot i /K F
ORI AT RS o TR o AU PR BEBC Y B3N 71 r, SR € SUP 3K
IR MR, B A0 4, B8 N MR EE 7%, I Hes s ia] 4, Ak ise i
J5£ 77 I I RDRL PR R AT TRVRAN o T AT e o 52 7 S IR TIPPAN B AR B e 1 7 2
H, HR@-27)FR. AEREFFH 5 2 (4-28)7E(0,1)7u [ P BLIE L I 2RI

PR 2R I8 5 3 o =R, 4y e P HH 2R (Flat) . I F12E (Neutral). BEUEZE(Steep),
WA 4-4 Fios. PSR PR 2R BIRAL “ WS tr” IR BETT SRMEREROR . A e,
WR PR £ 8 T-BEUH SR, 5 B P sk B IR TR AR AR R 2 i i LI P T 2, AT 3R
15 R R TT RBONE S, AR sHIIUE R AR ) o

SRl 0 £ (427)
pll 01 i—1 —

r(x)=——, x==— X¥ i=1..N X (4-28)
AN, N-1

IR R e AR B — R . RS THE RS YT 2 R4
BUFESE o 7 MDP SRAGSK g R, S5 e SR 1 e 458 3 B ok T [ml 4R AL 2 TR 1 e P 0K 3%
T [0 AR P EL AR B X S e B 5 SR s s/ o DRI, AR ST ) 22 S 0 AR A [T 4
{8 1 7 1% 22 (Partial Disorder) & S .

PS5 ) v BTG R 7 S RS THE P N N T R 2o, T & R %R
RIEVURZ IR (WX (4-26) THHEABIRAEH AR, R RIAME A
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K (4-29). R(@-30)Fi7w. BT S k (%255 diff, i R, « R 11 B 5% f A
B, HFLUENL T EER, R@E-3D) R, MIRZESR error PSS 8) B N AN E T
EHNRZEF R REE L, HRE-3D)FE R R error <0.5, IBARIRRELTRIC
K, B8 sHUUME: 0.5 <error <1.0 MR FRZLA T RIFHEKF; error >1.0 KR
AR, AP s T BB RE

R :(re“),rf), ...... ,er)) X (4-29)
R :(r(l),r(z), ...... ,r(N)) _ (430
R(k)T -R(k)
diff, =1-cos(RW, R ) =1 ¢ X 4-3D)
k 38 k
R |2
(k
error =max<1— ReT RY X (4-32)
I<k<N R! (k) HR H

SERON PR 2R . IR ZEER T L2 G, TR PRI, ik i s AR BT R A
PRAUE B ARELEE kA “ R0 W TSR, HIESEZ (Alignment Level) &k f1 “ 245417 1
FETTRINEE g IBHEWHE BT S, s/ MR RA kA “ R PR R
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ABSTRACT

In many aspects of human activity, there has been a con-
tinuous struggle between the forces of centralization and
decentralization. Computing exhibits the same phenomenon;
we have gone from mainframes to PCs and local networks in
the past, and over the last decade we have seen a centraliza-
tion and consolidation of services and applications in data
centers and clouds. We position that a new shift is necessary.
Technological advances such as powerful dedicated connec-
tion boxes deployed in most homes, high capacity mobile
end-user devices and powerful wireless networks, along with
growing user concerns about trust, privacy, and autonomy
requires taking the control of computing applications, data,
and services away from some central nodes (the “core”) to
the other logical extreme (the “edge”) of the Internet. We
also position that this development can help blurring the
boundary between man and machine, and embrace social
computing in which humans are part of the computation and
decision making loop, resulting in a human-centered system
design. We refer to this vision of human-centered edge-device
based computing as Fdge-centric Computing. We elaborate
in this position paper on this vision and present the research
challenges associated with its implementation.

1. INTRODUCTION

In many areas of human society, there is a recurrent strug-
gle between the forces of centralization and the forces of
decentralization. In federal states, power may shift back and
forth between the federal government and the constituent
states. Energy generation was first concentrated in large
power plants but is now moving to decentralized power grids.

In computing, we have witnessed similar shifts between
centralized and decentralized control. In the 1980s a wave of
decentralization led to a shift away from centralized main-
frames to PCs and local networks, which culminated in fully
decentralized systems using peer-to-peer and autonomous
computing approaches.

Recent years have seen a proliferation of powerful com-
puting devices at the user-facing end of the Internet. High
capacity mobile devices, always-on and dedicated Internet
connection boxes and home routers, or high-bandwidth per-
vasive wireless networks are prominent examples. We also
faced simultaneously an important wave of centralization.
The control, data and intelligence of computing systems
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moved back to the cloud, dematerialized but nonetheless
centralized computing systems.

Clearly, cloud computing with the enormous capacities of
its dedicated data centers and the use of simple centralized
architectures creates effective economies of scale. However,
we believe that when pushed to such a logical extreme, full
centralization brings more harm than good in several ways.
The first fundamental problem is the loss of privacy by releas-
ing personal and social data to centralized services such as
e-comimerce sites, rating services, search engines, social net-
works, and location services. A second fundamental problem
is the complete delegation of the applications and systems
control from the users to the cloud, which requires unilateral
trust from clients to the clouds and prevents establishing finer
grain trust between users. Third, there is the missed oppor-
tunity of exploiting the enormous amount of computational,
communication, and storage power of modern personal de-
vices. Finally, centralization hampers novel human-centered
designs that would allow blurring the boundaries between
man and machine and emerge novel applications.

We position in this paper that the advent of clouds should
not be the final paradigm shift, and that a new decentral-
ization wave is necessary., We advocate for Edge-centric
Computing as a novel paradigm that will push the frontier of
computing applications, data, and services away from central-
ized nodes to the periphery of the network. We position that
this paradigm will retain core advantages of using clouds as a
support infrastructure but will put back the control and trust
decisions to the edges and allow for novel, human-centered
computing applications.

We consider a node-oriented view of the Internet consist-
ing of data centers and clouds at the core as illustrated in
Figure 1. Surrounding this core are smaller web servers
and content distribution networks as the next layer, which
is in turn followed by the “edge” consisting of individual
human-controlled devices such as desktop PCs, tablets, smart
phones, and nano data centers (stable computing devices
such as routers or media centers). The next layer of IP-
enabled sensors and embedded processors is ignored in the
context of this paper, as we focus on human-operated devices,
Note that this view of the Internet stands in contrast to a
network-oriented view in which the network itself is regarded
as the core, and all computing devices and systems small
and large are considered to be edge devices.

Edge-centric Computing encompasses the following ele-
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Figure 1:
Edge-centric Computing (right).

Centralized cloud model (left) versus

ments:

o Proximity is in the edge: This is the old but still valid
argument of peer-to-peer (P2P) systems and content
distribution networks (CDNs). It is more efficient to
communicate and distribute information between close-
by nodes than to use far-away centralized intermedi-
aries. Here, “close-by” can be understood both in a
physical and a logical sense.

o [ntelligence is in the edge: As miniaturization still
continues and computing capacity still increases, edge
sensors and devices become more powerful. This opens
the way to autonomous decision-making in the edge
such as novel distributed crowdsensing applications,
but also human-controlled actuators or agents reacting
to the incoming information flows.

o Trust is in the edge: Personal and social sensitive data
is clearly located in the edge. The control of trust
relation and the management of sensitive information
flows in a secure and private way must therefore also
belong to the edges.

e Control is in the edge The management of the appli-
cation and the coordination also comes from the edge
machines that can assign or delegate computation, syn-
chronization or storage to other nodes or to the core
selectively.

o Humans are in the edge: Human-centered designs
should put humans in the control loop, so that users
can retake control of their information. This should
lead to the design of novel crowdsourced and socially
informed architectures where users control the links
of their networks. Finally, is also opens opportuni-
ties for novel and innovative forms of human-centered
applications.

We do not see Edge-centric Computing as only implying
purely decentralized or P2P systems. An Edge-centric Com-
puting architecture may consist of a federation of edge-centric
distributed services deployed across data centers and nano
data centers, and accessible from edge devices. Furthermore,
following the decentralized nature of Internet services such
as e-mail, hybrid edge services may be deployed by differ-
ent vendors and be able to talk to each other. We foresee
interesting scenarios where Edge-centric Computing services
may be the natural decentralized evolution of a variety of
Personal and Social communication and storage services.
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2. RELATED FIELDS

Content Delivery Networks: The term Edge Comput-
ing was coined around 2002 and it was mainly associated with
the deployment of applications over CDNs, when some large
companies announced deals to distribute software through
CDN edge servers. The main objective of this approach was
to benefit from the proximity and resources of CDN edge
servers to achieve massive scalability. In this early flavor of
Edge Computing, the “edge” was restricted to CDN servers
distributed around the world. This architectural model was
studied and extended by several researchers, notably for
deploying and replicating applications in CDNs [8].

Our vision of Edge-centric Computing goes far beyond
this initial approach linked to CDNs. In our view, the edge
is not restricted to CDN nodes but it can also include the
myriad of user devices and sensors that are at the periphery
of the network. Furthermore, we consider additional aspects
beyond just proximity, by also taking into account trust,
intelligence, and humans.

P2P: P2P computing is not only a field closely related to
edge computing, it is also its main precursor. The term P2P
was first introduced around 2000 with the appearance of pop-
ular file-sharing systems such as Napster and Kazaa. Since
then, it has grown to be an important subfield of distributed
systems, where decentralization, extreme scalability, toler-
ance to high levels of churn, and protection against malicious
behavior have been major topics of research. Among the
main achievements of the field one can mention distributed
hash tables that later evolved in the more general paradigm
of distributed key-value store in cloud computing; generalized
gossip protocols that have been successfully used for complex
tasks beyond simple information diffusion, e.g., data aggre-
gation and topology management; or multimedia streaming,
in the form of video on-demand, live TV, person-to-person
communication, ete.

Unfortunately, the P2P term has always been tainted by
its use for illegal file sharing and the wide media coverage of
the associated prosecution and lawsuits. As a consequence,
a number of commercial technologies that are actually based
on the P2P paradigm do not acknowledge it (e.g., Akamai’s
NetSession interface).

The edge-centric computing paradigm originates from P2P
but expands to new avenues. It avoids the naive pursuit of
the “decentralization myth” that considers decentralization
as a cure-all. Instead, it extends the concept of peer to
all the devices at the edge of the Internet, and blends P2P
computing with the cloud.

Decentralized Cloud Architectures: Cloud comput-
ing is a naturally centralized paradigm, with storage and
processing resources hosted within large data centers. Nev-
ertheless, there have been many efforts in recent years to
combine P2P and Cloud computing architectures. On the
one hand, Cloud services can strengthen P2P systems by
providing them with stable resources when necessary, e.g.,
when facing high churn or sub-critical peer populations. On
the other hand, P2P can reduce the operating costs of Cloud
services by contributing additional resources, and they can
enhance them by providing geographical diversity and prox-
imity to customers.

Along these lines, various peer-assisted [10] services have
recently emerged, combining peer and cloud resources in hy-
brid architectures. For example, researchers have shown that
a hybrid architecture where resources at the peers (band-
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width, storage) are complemented with temporary usage of
Cloud storage services can perform comparably to traditional
client-server architectures but at a fraction of the costs [10].

Another interesting line of research is the use of relatively
stable peer resources to build nano data centers [5], micro
clouds, community clouds, or edge clouds [9]. For example,
in [5] all the home appliances are controlled and managed
centrally by the telecommunication provider. In contrast,
our vision of edge-centric computing systems is user-centric
and the control comes from the edges towards the core, not
the other way around.

Fog Computing: Fog Computing is a recent research
field that has substantial overlap with Edge-centric Comput-
ing. As defined by CISCO (2|, “Fog Computing is a paradigm
that extends Cloud compuling and services to the edge of the
network.” Proximity to end-users, dense geographical distri-
bution, and support for mobility are the main distinguishing
characteristics of Fog Computing.

Fog Services [1] may be hosted by the network, or even
in end devices such as set-top-boxes or access points. The
major benefit is the combination of proximity with intelli-
gence in the edge to obtain real-time or predictable latency
for a number of applications. Fog Computing is thus well
positioned for real time data processing and analytics.

Finally, in the same line that Fog Computing, [7] propose
an open application model based on swarmlets to bridge the
gap between cyber-physical systems (sensors, actuators) and
the Cloud benefiting from proximity and intelligence in the
edge. Again, our vision of edge-centric computing is more
focused on human-driven applications controlled from the
edges of the network.

3. RESEARCH CHALLENGES

3.1 Human-driven distributed systems

The defining aspect of Edge-centric Computing is the key
role of humans. Human-centered designs should put users
in the control loop, so that they can retake control of their
information. The massive proliferation of personal computing
devices is opening new human-centered designs that blur the
boundaries between man and machine.

Employing powerful capability of mobile devices such as
smartphones has become a promising approach for large-
scale environmental and human-behavioral sensing. Several
techniques for mobile phone sensing [6] and opportunistic
sensing [3, 4] have been proposed.

This should lead to the design of novel socially-informed
architectures where users control the information provided
or aggregated in a secure way. There is an important re-
search challenge in designing novel safe methods for including
humans in the data-analysis loop through means such as
crowdsensing,.

Users acting as sensors may create enormous flows of useful
information in the context of the Internet of Things. Humans
then become an important source of training data for learning
algorithms, data analytics and visualization tools.

Classical centralized architectures to such crowd-sensing
and crowdsourcing information may entail strong privacy
risks. An important challenge is thus to design secure and
sensitivity-aware edge big data analytics systems respecting
users privacy. There are strong ethical issues related to
centrally monitoring edge users. Edge-centric Computing
can provide the platform to get the services without paying
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the costs for aggregated personal information.

Finally, the analysis of human activity and their interac-
tions with physical and digital artifacts will also be extremely
useful for closing the control loop of adaptive distributed
systems. This may open a new research playground for dis-
tributed systems that adapt to user behaviors in different
contexts.

3.2 Edge Architectures and Middleware

An important difference with P2P approaches is that these
new architectures may rely on novel edge-centric distributed
services deployed in data centers. Novel standard distributed
services must be created for rendezvous, communication,
computation, content distribution and storage for edge nodes.
These services should enable the distribution of applications
across datacenters and edge devices, while ensuring end-user
control and privacy. Novel programming abstractions and
middleware for Edge-centric Computing applications and
services will be required as well.

Edge-centric Computing goes beyond the hybrid cloud
model where one part is trusted and the public one is not.
Edge-centric Computing is based on a decentralized model
that interconnects heterogeneous cloud resources controlled
by a variety of entities. Novel combinations of overlay tech-
nologies with cloud resources may open new research possi-
bilities.

Another important difference is that the inherent nature of
churn and transient availability of P2P may be overcome by
the reliance on stable resources for edge applications. This
will naturally allow for novel design alternatives that have
not been previously addressed in the P2P community.

Finally, an important challenge for edge architectures will
be to find the correct tradeoffs between mobile terminals and
cloud servers. Minimizing computation and battery exhaus-
tion in mobile terminals while ensuring privacy and security
will represent novel and interesting research challenges.

3.3 Security and Privacy

Edge-centric Computing goes beyond previous attempts
on using E2E (End-to-End) encryption and user-centric pri-
vacy systems that try to protect users information in the
cloud. Edge-centric architectures will challenge researchers
in new ways. Beyond encryption to protect private infor-
mation, more secure proxies will be needed for rendezvous,
communication, and access control using different techniques
like re-encryption or attribute-based encryption among oth-
ers. Furthermore, novel secure middieware for privacy-aware
information sharing must be created to boost edge-centric
systems.

Many existing works on cloud security such as encrypted
data stores, queries over encrypted data, homomorphic sys-
tems could contribute to the creation of novel edge-centric
services. An important difference with traditional cloud se-
curity research is that Edge-centric Computing may assume
the existence of trusted, or partially trusted, stable resources
performing some communication, persistence, queries, and
even computation for applications deployed and controlled
in the edges. Edge-centric computing may also consider
the coexistence of trusted nodes with malicious ones in dis-
tributed edge-based overlays. This will again require secure
routing, redundant routing, trust topologies and previous
P2P research applied to this novel setting.

Finally, another key difference is that Edge-centric Com-
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puting prevents the concentration of information as compared
to centralized computing. Previous cloud security research on
fragmentation of information combined with encryption may
converge with decentralized overlay technologies to ensure
appropriate data protection for sensitive data. Furthermore,
secure cloud queries and computation over fragmented data
and indexes in overlay networks may create entirely new
models respecting the privacy of sensitive information.

3.4 Scalability

Scalability is a recurring research challenge both in peer-
to-peer and cloud computing settings. The design of archi-
tectures that scale to millions of users must take into account
issues like fault-tolerance, churn, elasticity and many others.
In P2P, churn and dynamism complicate the feasibility of
these architectures and their overall service availability. In
cloud computing, scaling and elasticity are recurrent topics,
and even major cloud providers may be overcome by massive
denial of service attacks.

Edge-centric Computing, however, changes completely the
scalability challenges presented before. Churn is not such a
limiting factor anymore, thanks to the use of stable cloud
resources. A major challenge is the correct tradeoff between
computing and communication responsibilities between edge
devices, trusted servers and untrusted services.

Given that the control is in the edges, scaling problems
are still very relevant. Building massive overlays combining
mobile devices with limited batteries with stable cloud re-
sources require special attention for communication protocols
among nodes. Furthermore, cloud edge services must also
be efficient and take into account the heterogeneous nodes
they must be serving.

Another research challenge is the combination of scala-
bility with security in massive overlays. Edge architectures
requiring security will impose non-negligible overheads due
to encryption, that must be dealt with to provide scalability.

4. SCENARIOS
4.1 Personal Spaces in the Edge

Our digital life is now scattered among a myriad of devices
and applications in the Cloud. We have files in Dropbox,
our email in Gmail, selected photos in Instagram, our work
contacts in LinkedIn, and our social network in Facebook.
And the rest of our information, such as work data and
personal data (photos, videos, finance data, and health data),
is spread on hard disks and a variety of user devices.

In the next years, Personal Information Spaces will emerge
to unify the multiple flows of our entire digital life. All our
personal information will be stored in the Cloud, and we
will have mechanisms to let third-party applications access
part of our data repositories. In this context, Edge-centric
Computing can offer:

Trust and Control: A strong challenge of future Per-
sonal Information Spaces is privacy and user-control of their
own information. In the next years, Edge-centric Computing
will enable a novel generation of user-centric Personal Spaces
where users will be able to decide which parts of their infor-
mation silos can be accessed by third-party applications, but
also by third-party users. This requires the design of novel
architectures offering controlled privacy-aware data sharing
and advanced access control mechanisms.

User information may be stored in Cloud providers, but

ACM SIGCOMM Computer Communication Review

40

with encryption and privacy guarantees that will ensure
that the Cloud provider cannot access users data without
permission. Furthermore, secure queries should enable users
to look for data in their Personal Information Spaces without
the cloud provider being able to infer information about
them (blind servers).

Another key aspect is trust in other users or entities that
may establish different kinds of social links. This is essential
for sharing information with others and for collaborative
interactions between participants. These connections can be
permanent or spontaneous. An example of permanent con-
nection is members of a family sharing their photos, videos,
songs, books, apps and other purchased digital content. An
example of spontaneous collaboration is for example the
transient overlapping of two Personal Spaces to share some
information at some time.

Humans: Human-centered Personal computing is here to
stay since we are surrounded by connected devices. This is
in line with existing research efforts in Pervasive Comput-
ing, invisible computing, ubiquitous systems and augmented
reality interfaces.

Edge-centric Computing architectures will produce dis-
tributed systems that adapt to user behaviors depending on
their location or context. It will also handle the interaction
with other humans through their available connected devices.
Every human will carry multiple mobile devices (phones and
wristwatches) and sensors (such as bands and implanted
devices). These devices may obtain information from their
owner (health, sensory), from other close-by devices in their
location, from other close-by devices from other users, and
from remote links through the Internet.

Furthermore, users may participate in secure distributed
crowdsourcing platforms where they provide part of their
selected personal data to external analytic systems. Imagine
a user letting a third company access their energy usage at
home to optimize her bill. The design of such infrastruc-
tures will pose serious challenges to distributed systems and
security researchers.

Proximity and Intelligence: Our Personal Space must
adapt to our current location: at home, at work, in the
car, walking in the street, in a mall, in an airport, etc. An
important aspect of the design of these edge distributed ar-
chitectures is that they will be decentralized, and that the
different information flows will belong to heterogeneous ser-
vices and entities. Interaction, synchronization and content
distribution that benefit from proximity will play important
roles in the design of such systems.

Edge-centric Computing may also become a key facilita-
tor for the deployment of personal agents and multi-agent
systems in a variety of scenarios. Agents may receive flows
of information from external entities and even react to these
flows. Edge-centric Computing platforms may provide the
needed communication, discovery and trust platforms for the
deployment of agents.

There are a lot of research challenges involved in the
paradigm shift towards more edge-centric autonomous agents.
Whereas current centralized models limit the possibilities of
agents, placing trust in the edges may facilitate the necessary
peer interactions among agents.

4.2 Social Spaces in the Edge

Most current online social networks (OSNs) such as Face-
book and LinkedIn impose a centralized model with a datas-
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tore owned by the company that maintains all their data and
that is accessed by the users. Of course, users are aware of
the business model behind such OSNs, based on advertising
or paid premium services.

Like in many previous works we argue that this central-
ized model is a serious danger to the privacy of users. But
decentralized OSNs such as Diaspora do not have enough
traction since they imply costly installations for the users.
Semi-decentralized or federated alternatives such as Quitter
also imply trust in the federated server which in fact follows
a centralized data store model for their own users.

‘We argue that Edge-centric Computing hybrid architec-
tures may be an adequate solution for OSNs for the following
reasons:

Trust and Control: Privacy in these novel architectures
may be achieved combining end-to-end security with semi-
trusted data center support for Edge-centric Computing.
Secure and sensitive information such as friend lists, online
social profiles, log of computer-mediated social interactions
should be carefully protected and controlled by the users.

On the one hand, users will not be forced to install and
administer complex server software, which will reduce the
barrier for entering the network. Data center support for
Edge-centric Computing will offer the necessary secure in-
frastructure for social interactions. Such technologies should
be open and standardized such as open Internet protocols
in order to reach traction as OSN communication means
between users.

On the other hand, the combination of cloud security and
P2P technologies may create novel systems where even com-
promised servers may not imply a leakage of users sensitive
data. A lot of research challenges emerge here to make feasi-
ble this kind of networks. Since any mobile device or even
server may be compromised by attacks, such system will in
the end have to reach a trade-off between affordable security
and users interaction. What privacy guarantees can be given
assuming some inevitable leakages to edge nodes?

Humans: Social networks are at the heart of human-
driven distributed systems where connections are established
between human (and their associated devices). When the
underlying connection architecture reflects those human con-
nections, many research challenges may arise in distributed
systems. For example, previous P2P research on secure rout-
ing, reputation and trust may be applied to this new setting
where the edge topology is driven by human interactions.

Another critical issue is social networks as valuable sensors
of human activity. When information is not centralized,
the access and aggregation of social information may be
extremely useful for a number of applications.

There are important research challenges to create open plat-
forms that permit third-party applications access to selected
information in their social networks in a privacy-sensitive
way. What protocols need to be in place for social apps to
work? How to protect data from such applications report-
ing it to a third party? What new social activity would be
enabled by edge-based OSNs?

Another important challenge is human collaboration (Com-
puter Supported Cooperative Work) thanks to Edge-centric
Computing platforms. Social Networks may evolve to provide
human participation in heterogeneous groups. For example,
new edge platforms may facilitate citizen participation and
the reinforcement of social links in local communities. Novel
distributed services may be designed for this kind of services
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addressing the participation of mobile devices and server
resources from adhoc or permanent collaborative groups.

Proximity and Intelligence: Location or physical prox-
imity may be also relevant for the interactions in close-by
social spaces such as companies, universities, neighborhoods
or even bars and pubs among others. In this case, direct
connections using Bluetooth, Wifi Direct, and short range
technologies may be key to establish close-by communications
between social spaces. This involves a combination of direct
connections between mobile devices and connections between
server edge resources. Proximity in these cases should be
key to provide the correct tradeoffs that minimize the com-
putational and battery costs of mobile devices involved in
these communications.

When the information of these massive social networks
is not controlled by a single centralized entity a wealth of
information is then accessible to authorized third parties.
Mining the deep social web creates interesting opportunities
to intelligent agents, crawlers, and authorized applications.
Matching and searching applications such as Dating, Work,
Reputation, or even sales can then be controlled by the own
users.

Previous work on recommender systems could now be
applied to this massive edge social networks. But novel
intelligent agents and assistants may benefit from this source
of knowledge to extract useful information for groups or users.
In this field we can also consider data sensitivity agents that
may help users to simplify the protection and exposure of
their own information in these networks.

4.3 Public Spaces in the Edge

Public Spaces are the more challenging and complicated
scenarios for the next generation of distributed systems. They
can include Smart Cities, Smart Grids, Smart Transporta-
tion Systems, IoT (Internet of Things), or IoE (Internet of
Everything).

The public space is also the confluence of a myriad of
Personal and Social Spaces that interact in public locations
such as streets, roads, buildings or stadiums. For this reason,
many of the aforementioned challenges in the two previous
sections may partially overlap with the challenges of the
public space.

Another important reason is efficiency and real-time inter-
actions. Support for mobility and proximity implies that fast
responses to users or devices (cars, M2M) are much more
efficient if they do not require the intervention of a central
party. The loE implies a variety of heterogeneous mobile
and fixed computing devices interacting with each other in
different ways. This clearly precludes centralized designs and
favors Edge-centric Computing hybrid architectures.

Trust and Control: Every end-user participates in the
public space through its own mobile devices and sensors. A
mobile user in the public space may switch between different
service providers and contexts that may compromise its
security and privacy.

When users (and their devices) are exposed to a huge
variety of different interactions with service providers and
sensors, novel technologies are required to preserve their
security and privacy across domains. In particular, novel edge
distributed technologies should help end-users to perform
threat analysis and to protect (or be aware) accordingly to
close-by risky interactions.

Again, edge technologies should seamlessly integrate with
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their own cloud-based security/privacy schemes. As the user
moves in the public space, she may generate flows of informa-
tion that may compromise her own privacy. The interactions
of the user that requires access to Cloud technologies should
guarantee the confidentiality and security of users content
and sensitive information.

Finally, Edge-centric Computing trust mechanisms should
make end-users active participants of the public space. In-
stead of the passive citizen as a sensor of the centralized
smart city, Edge-centric Computing can promote the active
participation of users in their local communities.

Open research issues include reputation systems in the
public space, trusted interaction between users and sensors,
or anonymous participation mechanisms, among others.

Humans: Humans are the most important factor to take
into account in these novel distributed systems. Human be-
havior is of paramount importance as a valuable information
for adaptive distributed systems.

For example, one goal of the Smart City may be to optimize
energy usage, but another key goal is to improve the quality
of life of its citizens. Edge distributed systems may even
use personal information to provide personalized advice to
some citizens. For example, if one is allergic to some specific
plants, she could receive different path recommendations
that avoid risky zones.

Here the information flows are bidirectional between hu-
mans and platforms. On the one hand, users generate their
own flows of information that may share with the IoE envi-
ronment. They can make public some personal information,
or they can even capture and contribute information with
their own devices (user’s sensors).

On the other hand, the public space and their different
service providers (advertising, entertainment, social, public
institutions, sensors) may also generate information flows
that may be of interest for humans and their devices. In
this case, the user’s intelligent agent may receive these in-
formation flows and react to them according to their user’s
interests.

Proximity and Intelligence: In the public space, prox-
imity is very relevant both for analyzing close-by information
and for storing local information. Like in Fog Computing [1],
one of the key characteristics of Edge-centric Computing is
its proximity to end-users and its support for mobility.

With the progress of M2M and loT, the amount of data
generated from Giga-ordered sensors in urban areas might
become Exabyte order. In such huge data, it is difficult to
store all of the data in remote cloud servers with reasonable
costs. In general, neighboring geospatial data might have
strong correlation not present in distant geospatial data.

Thus, it might be suitable for storing neighboring geospa-
tial data in local edge servers (controlled by community
networks, users or institutions) and providing local depen-
dent services using those data. Since such geospatial data
are welled out continuously everywhere, all of such big data
cannot be stored in the cloud. Thus, we need to study about
(i) what information processing are needed for treating such
huge data, (i1) what analytic mechanisms are useful for those
geospatial data, (iii) how and when we can discard sensing
data welled out continuously and (iv) how to protect user’s
data obtained from user edge sensors. The solutions for such
questions can really provide future safe and smart urban life
to people.

ACM SIGCOMM Computer Communication Review

42

5. CONCLUSIONS

Edge-centric Computing is a novel paradigm that moves
the locus of control of Cloud Computing applications and
services to the edges of the network. An edge may be a
mobile device, a wearable device but also a nano-data center
or a user-controlled device. While the fundamental reason is
privacy, since Edge-centric Computing allows users to retake
control of their information, leveraging user’s resources and
even reducing response times make edge-centric computing
appealing to novel personal and social online services.

The distinguishing characteristics that we find in the edges
of the network are: (i) Humans: indistinguishable from their
devices in many cases, (ii) Trust: based on edge encryp-
tion under user’s control, (iii) Control: coordination from
trusted edges (iv) Intelligence: leveraging the resources of
edge devices and (v) Proximity: edge location and support
for mobility.

Edge-centric Computing is the natural confluence of peer-
to-peer and cloud computing to create hybrid architectures
that combine stable resources with mobile terminals. Tt
overcomes the limitations of P2P models (churn, availability)
while providing security and privacy to hybrid Edge services.
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